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1) Making Available Right
a) | ssue summary

Many rights holders consider it essentid that they have the right to authorize the appearance of
their works or protected subject matter within the networked environment. This control over the
dissemination of worksis referred to as the “making available right”.

The specific notion of a*meking available right” emerged during the ongoing negotiations
leading to the conclusion of the WIPO Copyright Treaty (WCT) and WIPO Performances and
Phonograms Treaty (WPPT) in 1996. Some concerns were expressed that certain categories of works
were not covered in the Berne Convention for the Protection of Literary and Artistic Works.
Anather concern referred to "on-demand” communications. An on-demand service alows consumers
to access and download works (text, music, pictures, video) from the service at the time and location
they choose.

Technology has given rise to the possibility of easily making copies with no lossin qudity from
the origind. Networks such as the Internet permit each network user to make works easlly avallable to
aworldwide audience. Consequently, some right holders are concerned that once their works,
performances or sound recordings are available over the Internet, the opportunity for containing
unauthorized dissemination is grestly impaired.

The WCT extends the traditiona exclusve right of authors to communicate to the public to dl
categories of works. Furthermore, the WCT explicitly provides that the right of communiceation to the
public explicitly includes the making available to the public of their works in such away that members of
the public may access them from aplace and a atimeindividudly chosen by them.

The WPPT, on the other hand, creates for performers and producers of phonograms distinct
exclusve making available rights which are set out in articles 10 and 14.

b) Per spective

The departments are of the view that the right to authorize communication to the public
embraces amaking available right in respect of authors. However, thisissueis currently before the
courts.
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The Act does not provide performers and sound recording makers with the exclusive right to
make a particular performance or recording of that performance available to the public on an on-
demand basis.

Based on current technology, the making available of awork over the Internet usudly entails
the making of a copy which is uploaded onto an Internet Site or streamed from a server to the ligtener.
In this circumstance, the reproduction right may be adequate for sound recording makers and
performers based on exigting Internet dissemination modds. However, with rapidly evolving
technology, the availability and or the delivery of works on-line may be feasble without an intermediate
reproduction.

Concerning Performers and sound recording makers, the departments are prepared to study a
proposdal that in effect would provide an exclusive right to authorize the on-demand communication or
performance to the public of a sound recording protected under the Act. For the purposes of this new
provision, an "on-demand communication [or performance]” would be one in which the communication
or performance of the particular recording could beinitiated by the recipient a the time of his or her
choosing such that the communication or performance of the recording would follow within the interva
of time required for the transmission processes to be completed.

The departments would attempt to draft the right so as to meet the requirements of the WPPT,
but the new right would not cover streaming activities as such, other than on-demand streaming.

In determining whether acommunication is provided on an “on-demand” bassit must be
conddered that “aplace of choosing” and “atime of choosing” may be congtrained by the technology
used to transfer or recaive theworks. The *place of choosing” would presume that the end user could
specify anetwork location for recelving the work. However, “the time of choosing” perhaps represents
agreater definitiona chalenge as the works would need to be available at the request of the user and
not stored and ddlivered at the rights holder’ s or content provider’ s discretion. 1n some cases, a
gpecific work may not be requested by name, but rather may be delivered based on a preference
profile of the content provider’ clients.

C) Questions

. The Copyright Act rests upon a balance between the interest of the rights holders and the
public interest. Such balance is reflected in certain limitations of the copyright protection, eg.
the finite term of protection, the exceptions to certain rights and the fair deding principle.
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How would amendments ensuring that sound recording makers and performershave a
making availableright for the on-demand communications of sound recordings,
whether asa separateright or aspart of an existing right, affect this balance?
Moreover, should such amendments be made, how would Canadian consumer s benefit
from the new legidative measures?

A digtinction between “on-demand” and “near on-demand” communications could be drawn as
follows: in thefirg case, the time of ddivery would be determined by the user (*as soon as
possible’ or “at this precise time’); in the second case, it would be determined by the content
provider. Technologica evolution may complicate the digtinction.

What parametersof “time” and “place’ are needed to appropriately restrict the
exclusveright to “ on-demand” communication?

An amendment in relation to making available raises difficult questions including whether or not
certain provisonsin the Act which were formulated prior to advent of the new information and
communications technologies continue to be appropriate in the digita world. In particular, the
notion of publication under the Act is athreshold for certain legd consequencesin copyright.

If the communication right were amended to explicitly address making available for
sound recording makers and performers, should the government reconsider whether
and under what circumstances the act of communicating copyrighted material to the
public should congtitute publication of such material, especially given thereferencesto
publication in ss2.2, 5, 15(3), 18(3) and 19(1) of the Act?

To the extent that some rights are collectively managed, some aspects of exclusive on demand
communications may aready be captured by licenang schemes that are provided under the
Act.

How would any clarification affect existing licensing schemes for the communications
right, such astheregimesfor authors of musical works, for retransmisson, or for
ephemeral recordings?
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2. L egal Protection of Technological Measures

a) Issue Summary

The opportunities for infringement on alarge scae is forever present with the rgpid
development of digita information and communications technology. For example, music can be digitdly
copied and illegaly transferred to millions of listeners around the world without any adverse effect on
the qudity of the infringing copies.

On the other hand, the protection of technologica measuresis commonly understood to mean
the lega measures that support the use, by rights holders of technologies for retaining control over
materid avalable on-line and thus, for thwarting infringement. Such measures dlow for varying
degrees of control: access redtrictions such as passwords, confirmation measures such as signatures and
watermarks, or fuller controls such as encryption.

Both the WCT and WPPT set out aframework for legidative recognition for such technologica
measures. The language of the treeties is sufficiently flexible to permit different countries to adopt
varying levels of legd protection of technological measuresin thelr respective nationd legidation.

The Copyright Act does not currently have provisions on legd protection of technologica
measures. The issue then arises whether and under what circumstances copyright legidation ought to
provide sanctions againgt persons who engage in activities related to the circumvention of these
protective measures. The issue aso arises as to the appropriate sanction.

b) Per spective

Any policy response to the questions of legaly protecting technological messures, must be
congdered within the framework of Canadian copyright law, where certain uses of works and
limitations on copyright protection are recognized as serving legitimate and important public policy
objectives. Such limitations are evidenced by the finite term of copyright protection, the fair deding
provisons and the exception provisons. Any atempt to affect that balance may require a
reconsderation of the current extent of the exceptions provisions.

The departments consider that the WCT and WPPT themsealves recognize this balance, as they
refer to the use of technologica measures for the exercise of copyright. The departments are of the
view that providing a sanction againgt an act of circumvention, where the act is motivated by an
infringing purpose, may be addressed under copyright principles. A broader prohibition, including a
prohibition againgt the manufacture and digtribution of circumvention devices, may, in its effect protect
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rights that are beyond the scope of copyright protection (e.g. contractua rights). Such broader
prohibitions may need to be consdered under different policy principles and under a different lega
regime.

Some stakehol ders have questioned the value of such lesser protections. However, the
departments are of the view, that in a given case where, athird-party that does not directly engage in
infringement, but contributes to it by helping to effect the circumvention, may usefully be subject to such
sanctions. In thisregard, the prohibition may have deterrent value and is not a mere duplication of
exigting copyright protection.

In cases where infringement occurs on commercia scae, it may be gppropriate to consder the
impaogition of crimind sanctions, such as those found in s. 42 of the Copyright Act. Such sanctions
could aso apply to the third-party who contributes to the infringement, if he/she has the requisite intent,
or has knowledge of the intent of the actud infringer.

C) Questions

C It has been argued that a regime protecting technological measures should not interfere with
uses permitted under the Act. The latter could be identified through a set of exceptionsto the
protection regime of technologica measures.

If abroad prohibition on the circumvention of technological measures wasto be
implemented, should a set of exceptionsto the protection of technological measures be
adopted and, if so, what would those exceptions specifically be?

. Monetary relief normally represents compensation for the losses suffered by the right holder
following infringement of hisor her rights. In this setting, if no losses are incurred, it could be
argued that the am of alegd regime protecting technological measures should be to put astop
to circumvention. If losses are incurred, consideration should be given as to whether monetary
relief should be obtained from the person who has circumvented the technologica measures.

What should the nature of the remedy againgt the circumventer be, given that he or
she may bedistinct from theinfringer or the potential infringer ? Should the remedy be
limitedtoinjunctiverédief or should it be extended to compensatory damages, or even
to statutory damages?

. The circumvention of technological measures can serve different objectives, one of them being
commercid profit. The latter generaly implies large scde objectives as the profit will be
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proportiond to the volume of operations. A rationd actor will weigh the cogts of the infringing
act agang anticipated profits. Asin other areas of the law, civil sanctions may be insufficient
where their cost remains lower than the anticipated profit. In such circumstances, consideration
ought to be given to the appropriate sanctions needed to obtain the desired deterrent effect.

Under what conditions, if any, should criminal sanctions be available? What would the
appropriate ssandard of knowledge or intention be? Should it beidentical to the one
found in s. 42 of the Copyright Act?

In some ingtances, more than one rights holder may have an interest in the same copyrighted
work or subject matter.

How doesthefact that there may be multiple rights holdersin a given work, sound
recording or performance affect theintroduction of any legal regime for technological
measur es?

There are Stuations where the incentive to apply technologica measures on copyrighted objects
will befdt by others than the rights holders. Where rights holders do not take such an initiative,
thelr interest may or may not be served when third parties gpply technologica measures on their
copyrighted objects.

If alegal regime protecting technological measures was to be implemented, would the
authorization of therights holders be required before applying a technological
measure on copyrighted objects? Should the availability of remediesfor circumvention
be premised on such authorization?

There are Stuations where the person who exploits the copyrighted object is distinct from the
origind right holder. This person’s activity can be lawful under either contractud agreement or
datutory licence. In both cases, it might not be clear whether the exploiter of the copyrighted
object has aright of action against someone who circumvents a technologica measure.

Wher e the person who has applied the anti-circumvention measureisnot theright
holder on the object protected by the technological measure, under what circumstances
should the former have standing to enforce theright of protection of the technological
measur e?
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3. Legal Protection of Right Management Information
a) Issue Summary

Thelegd protection of right management information congsts of providing adequate and
effective legd remedies againgt tampering with rights management information. More specificdly, this
protection relates to identifying information pertaining to the work, such asthetitle, the author or first
owner and an identifying code. Such information may aso function in conjunction with technologica
measures, as Where awatermark serves to identify awork but may aso be a requisite component for
enabling the authorized use of a copyrighted work.

The ability of rights holders to embed certain rights management informetion in their materia can
help them to assert their interest in the materid and to monitor its movement. It can dso serveto
fadlitate on-line licenang. However, the information is only useful to the extent that itsintegrity is
maintained.

Article 12 of the WCT and article 19 of the WPPT provide for the protection of rights
management information. The Copyright Act does not currently contain measures to protect the
integrity of thisinformation

It isimportant to bear in mind that the protection of rights management information could have
implications for persond privecy.

b) Per spective

The departments agree with the principle that rights owners should have effective remedies
againg tampering with their rights management informetion, where the tampering is carried out in order
to facilitate or conced copyright. Such remedies, would appear to be consstent with copyright
principles.

Further, asagenerd rule, rights holders or their licensees should be the ones to embed the
rights management information, as well as terms and conditions of use, or to authorize such embedding.
It is acknowledged, however, that certain transfers of format, done in conformity with the law, may
nonetheless cause dteration of theinformation. In thisinstance, there may not be an infringing purpose.

With respect to the scope of protection (i.e. the information that is protected), the departments
consder that it might be gppropriate to define "Rights Management Information” consstently with article
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12(2) of the WCT and article 19(2) of the WPPT. The protection would cover only the information
identified in the lists set out in these WCT and WPPT articles. However, the means used to embed
such information may be addressed under the legal protections for technologica measures.

The fact that terms and conditions are protected pursuant to these articles, would not, by itsdlf,
mean that those terms and conditions apply in Canada or are legaly binding in Canada. Protecting such
information should not be construed as confirming the legd vaidity in Canada of the terms and
conditions of use which may be contained in such information.

Legd protection may be gppropriately provided in the Copyright Act in Stuations where the
information is tampered with for the purpose of infringing copyright. However, when the tampering of
protected information results in infringement for commercia purposes, factors such asthe intent and the
scale of the infringement could determine if crimina sanction would be appropriate.

A prohibition dong the lines discussed above would not only discourage those who intend to
infringe, but could dso discourage third parties from assigting in the tampering.

c)  Questions

. Monetary relief normally represents compensation for the losses suffered by the right holder
following infringement of hisor her rights. In this setting, if no losses are incurred, it could be
argued that the am of alegd regime protecting Rights Management Information should be to
put a stop to the tampering. If losses are incurred, it has to be argued whether monetary relief
can be obtained from the person who has tampered with the Rights Management Information.

What should the nature of the remedy against the tamperer be, givenhe or she may be
digtinct from theinfringer or the potential infringer ? Should the remedy belimitedto
injunctiverelief or should it be extended to compensatory damages, or even to
statutory damages?

. The tampering with Rights Management Information could be driven by unlawful motivesto
assg in acommercid scde infringement of copyrighted materid. The question remains asto
whether civil remedies are sufficient to deter such behaviours or further steps should be taken.

Under what conditions, if any, should criminal sanctions be available? What would the
appropriate sandard of knowledge or intention be? Should it be identical to the one
found in s. 42 of the Copyright Act?
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Asdefined in the rdlevant WIPO Treaties provision, Rights Management Information may
include information which isinaccurate or mideading.

Should the protection of Rights Management I nformation be limited to accurate
information? Should there be sanctions against per sonswho intentionally or knowingly
embed false or mideading Rights M anagement | nfor mation?

The Rights Management Information protection regime should only apply where judtified. It
should not interfere with the pursuit of legitimate goas. One gpproach could be to identify a set
of exceptionsto the Rights Management Information protection regime.

If alist of exceptionsto Rights Management I nfor mation applications was needed,
what main items should it include and what would the reasons warranting the selection
be?

The definition of Rights Management Information as found in the WCT and WPPT islimited to
information, and not the manner in which the information is embedded in the copyrighted
materid. The definition of atechnologica measure in the WCT and WPPT may include a
measure “used by authorsin connection with the exercise of ther rights’.

Could adhering to these definitions of Rights Management I nfor mation and of
technological measuresresult in overlapping legal protections? In termsof any legal
protection, could such adherence have other implicationsthat should be taken into
account?
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4. Liability of Network Intermediaries
a) Issue Summary

One of the main functions of the Internet Service Provider (ISP) isto act as an intermediary to
provide the network services that enable the connections between content providers and end users.
Thisintermediary function can encompass various distinct types of activities. At aminimum, most
provide their subscribers with access to the Internet, which includes the ability to transmit and receive
information and to provide services such as e-mail. Many aso provide space on their serversto their
clients for use as Web dites, take measures (such as caching) to increase the efficiency of the network
system, and provide or facilitate access to awide range of content and consumer-oriented services.

Some within the copyright sectors and the ISP community noted that the gpplication of the
Copyright Act to ISP activitiesis unclear in certain respects. Under current copyright law, the main
rights at play in rdation to | SPs are the communication to the public right and the reproduction right.

Concerning the communication right, a preliminary ruling from the Copyright Board indicates
that the mere fact of providing services as an intermediary (eg. email and streaming) does not entall
ligbility, as such activities are in many respects andogous to those of telephony's common carriers, and
are pecificaly exempted pursuant to s.2.4(1)(b) (the “common carrier” exception) of the Act.

In respect of reproduction, legd commentators have sated that in Canada, infringement of the
reproduction right can give riseto drict lighility; if correct, |SPs whose fecilities are used to effect a
reproduction (e.g. web Ste hosting, caching, mirroring and possibly even in atrangent fashion through
the transmission process) may be liable regardless of whether or not there was an intent to infringe
copyright.

The departments note that agreements have aready been concluded between certain rights
holders and | SPs to dedl with the presence of potentidly infringing materia on the ISPs network
fadlities

b) Per spective

The wide diversity of organizations and individuas who now qudify as rights holders or who
provide services as | SPs means that direct collaboration and agreement may not aways be feasible.
Accordingly, arole remains for the government to establish a copyright policy that sets out clear and
far ligbility rule.
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The departments raise the possibility of establishing a complaints-driven notice process. The
process would be subject to any contractud arrangements entered into by |SPs with rights holders; in
the absence of such contractual arrangements, a statutorily-specified process would apply. Other
gpproaches to address the potentid for infringement online include licensing, such as through collective
licensing of the ISPsin respect of the copyright materids circulating over their facilities.

In the context of a notice-based approach, an ISP would be compelled to take specific action
within a gpecified time of recaiving "natice’ from arights holder or other interested party indicating thet
meaterid on one or more of its Steswas potentidly infringing. The notice system could possibly
expedite the remova of such materid from its Stes. Quick action on the part of the |SP would mitigate
the negative impact of having such infringing materia posted on its Stes.

Two agpproaches were identified in the written phase of the consultation process: (1) notice and
takedown and (2) notice and notice procedures. (A variant of notice and takedown would require that
the ISP be served with a court order before taking find action againgt the offending client). “Notice and
takedown” condts of a notice being served to the ISP by an dleged rights holder, after which the ISP
blocks access to the alegedly infringing materia. “Notice and notice” congsts of afirst notice being
served to the ISP by an dleged right holder, and a second notice being served by the ISP toitsclient;
both notices provide information regarding the dlegedly infringing meterid.

C) Questions

. The function of 1SPs in a networked environment has led to the view in anumber of
submissions that grict liability is necessary to preserve the active participation of 1ISPsin
preventing infringement or encouraging licensing.

Given thisfunction, should the liability of I SPs be limited? Do these proposed notice
schemesensurearolefor | SPsin preventing infringement or licensing of works?

. If it is determined that | SPs, absent knowledge of the infringing nature of the content made
avallable through their services, should have alimited copyright liability, the extent of such
limitation on ligbility would need to be defined.

Befor e reception of a notice by the I SP, should there be express limitation on its

potential copyright liability? Alternatively, should thisbe a limitation on the remedies
that may be ordered againgt it (e.g. injunctive rdief only)?
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Once natified of the infringing nature of the content, the 1SP can act in different mannersin
order to mitigate the harm which may result to the rights holder from the infringement, eg.
forward the information to its client, bar accessto the materid in question. Whatever the
gppropriate course of action, the ISP’ s compliance should serve to mitigate its own potentia
copyright ligbility in some way, both towards the rights holder (i.e. for copyright infringement)
and towardsits client (i.e. for breach of contract, or economic harm).

After reception of a notice by an I SP, what further step should it berequired to take:
forward a noticeto the | SP’ s client or takedown the infringing material? Wherethe

| SP takes such steps, should it be relieved of any further liability -

vis-a-visitsclient or vis-a-vistheright holder?

A limitation on the ligbility of 1SPs could be warranted on the bass that they do not control the
content made available through their services. However, |SPs should help to prevent infringing
materid from being made available through their services when they are aware of the infringing
nature of the content. In order to inform the 1SPs of the infringing nature of content on a
particular web ste, aright holder needs to be able to identify the ISP hosting the site and to
contact them.

Tothe extent that a limitation on liability would only apply to | SPswho identify
themselvesto the world, is such identification always feasible? What solutionsare
available and which ones are the most reliable (water marks, logos, hyperlinks, ...)?
Should the policy specify one approach, or allow for several?

Two main schemes seem to share the forefront of aregime for ISPswhich is based on limited
lidbility. The firat is referred to as “notice and notice’ and condgts of afirst notice being served
to the ISP by an aleged right holder and a second notice being served by the ISP to its client,
both of which provide information regarding the aleged infringing materid. The second is
referred to as “ notice and takedown” and consists of a notice being served to the ISP by an
aleged right holder upon which the ISP will block accessto the aleged infringing materid.

What advantage do “ notice and notice” and “ notice and takedown” schemes offer
over each other?

Both schemes only work if the ISP can identify the provider of the dlegedly infringing materid.
It remains to be determined whether some Stuations preclude such identification.
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Can an | SP encounter certain Stuationswhere, for technological reasons, it would be
unableto identify an alleged infringer, though it may be one of its clients?
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